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A NODE BELONGING TO MULTIPLE 
5 CLUSTERS IN AN AD HOC WIRELESS NETWORK 



TECHNICAL FIELD 

io The present invention relates to an apparatus and method for 

network communication, and more particularly to a communications 
network arranged with clusters of stations, each cluster having a head, 
with each of the stations affiliating, when possible, with two or more 
cluster heads. 

15 

BACKGROUND 



Communications networks can be formed by arranging a plurality 
of mobile communications stations into a hierarchical configuration 

20 including groups (or "clusters"), with each group having a group or 
cluster head (or "cluster gateway"). Many conventional networks confine 
their configurations by predetermining or preselecting access points, even 
though the networks may allow a member station to switch affiliation 
from one access point to another. For example, in some mobile-radio 

25 networks, there can be a hand-off of a mobile unit from one base station to 
another, the hand-off being initiated by the base station. Oftentimes, 
these types of gateway stations are stationary or immobile, further 
limiting the flexibility of the network. 
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An example of a flexible mobile communications network is disclosed 
in U.S. Patent No. 5,850,592, issued to S. Ramanathan on December 13, 
1998, and assigned to the same assignee. The 5,850,592 patent discloses a 
method for a plurality of mobile stations to automatically organize 
5 themselves into a hierarchical network, in which some of the stations 
operate as message gateways for a cluster of mobile stations. 

In the arrangement of the 5,850,592 patent, a plurality of mobile 
stations are employed, with each station being able to operate in at least 
two basic modes. In a first mode, the mobile station serves as a message 
10 gateway (e.g., a "cluster head" or "network access point") for a cluster of 
other member stations (e.g., "non-gateway" stations). The second mode 
allows the mobile station to operate as a non-gateway (or "cluster 
member") station. Each mobile station determines which out of the two 
modes to operate in. 

*5 The mobile stations disclosed in the 5,850,592 patent are capable of 

operating at two different power levels. When operating as a cluster head, 
the mobile station transmits at a relatively high power level. The cluster 
head transmits at the relatively high power level to communicate with 
other cluster head stations and to typically provide longer distance 

20 network links. Although the cluster head communicates at a higher 
power level with other cluster heads, the cluster head can still 
communicate with its cluster members using a relatively lower power 
level. A cluster head can also periodically broadcast a so-called beacon 
message to establish the station's presence and its availability to operate as 

25 a cluster head. The beacon message may contain address or node- 
identifying information, affiliation information, and communication 
protocol information, for example. 

Cluster head stations communicate with each other to form a 
network backbone. Cluster member stations affiliate with only one cluster 
30 head at a time. A possible network arrangement is shown in Figure 8. 
Each cluster member (2a'-2d') includes the ability to affiliate with a 
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cluster head (e.g., la'-ic'), and if a cluster head is not available, to 
commence operation as such. 

Each cluster head station also is equipped to identify whether any- 
other cluster heads are within affiliation range, and if so, to initiate a 
5 procedure to terminate operation as a cluster head, if such termination 
will not reduce connectivity of a network backbone excessively. Before 
terminating operation as a cluster head, the cluster head can broadcast a 
termination request and wait for a predetermined time to see if the request 
is accepted by all members. 

10 In known systems as exemplified by the 5,850,592 patent, each 

cluster member has only a single cluster head, and all communications 
traffic goes through that cluster head. If the single cluster head is lost 
unexpectedly, for example in a military operation or in an emergency 
situation (e.g., a natural disaster), the cluster member is temporarily cut 

15 off from the network. As a result, the cluster member must start a cluster 
affiliation protocol to reestablish a relationship with an available cluster 
head. If the cluster member cannot establish a link with a cluster head, it 
will then promote itself to be a cluster head, and seek affiliation with other 
cluster heads. These steps consume valuable time. During this "down 

20 time," the cluster member is temporarily cut off from the network. 
Severing communications in an emergency or in a military operation can 
produce catastrophic results. 

These types of problems are not adequately addressed in the art. 
Thus, there is a need for a flexible communications station in a 

25 communications network to simultaneously affiliate with multiple 
clusters, instead of just a single cluster at one time. There is another need 
to provide an adaptive, wireless mobile communications station with the 
ability to automatically organize with other similar mobile stations into a 
network, the stations each being able to gain affiliation with multiple 

30 groups. 
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The present invention relates generally to a station capable of 
belonging to multiple clusters in an ad hoc wireless network. 

5 According to the invention, a communications system for 

communication among plural stations in a network is provided in which 
stations are arranged in clusters of communication member stations each 
communicating with each other and one of the member stations is a head 
station of the cluster. Each cluster head station communicates with other 
i o cluster head stations. 

According to one aspect of the invention, a method is provided 
including (i) determining a communication state between a station and 
one or more cluster head stations; and (ii) assigning the station to the one 
or more clusters when a prescribed communication state has been 
15 determined between the station and the cluster head stations, wherein the 
station is set to be in independent communication with the one or more 
cluster head stations having the prescribed communication state with the 
station. 

According to another aspect, the station is assigned to plural clusters 
20 when the prescribed communication state with plural cluster head 
stations has been determined and is in independent communication with 
each-of the plural cluster head stations. 

According to still another aspect, the station is set to be in 
concurrent communication with the plural cluster head stations with 
25 which the station has the prescribed communication state. 

According to yet another aspect of the present invention, the 
assignment of the station to each of the plural clusters is preformed 
asynchronously. Furthermore, the prescribed communication state is 
based on at least one of an evaluation of a received signal strength from 
30 each of the cluster head stations, successful receipt of a predetermined 
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number of messages from each of the cluster head stations, a ranking 
according to administrative function, and the numbers of stations within 
a cluster. 

According to yet another aspect of the invention, the station is 
5 assigned to be a cluster head when the prescribed communication state has 
not been attained with any of the cluster head stations. 

According to yet another aspect of the invention, data messages are 
sent vi a one of the cluster head stations of the clusters to which the station 
is currently assigned. Also, data messages are received through one of the 

1 o cluster head stations to which the station is currently assigned. 

According to yet another aspect of the invention, an assignment of a 
station to a cluster can be switched, but assignment of the station to at 
least one cluster is maintained. 

According to still another aspect of the invention, a status of the 
15 assignment of the station to other stations is periodically relayed. 
Furthermore, the assignment of the station is maintained with the plural 
clusters for a randomly selected time. 

In one embodiment, the station according to the invention is a 
mobile station, and the communications network is a mobile 

2 o communications network. 

In another embodiment, a method of operating a communications 
station for communicating among a plurality of communications stations 
in a communications network, is provided. Each station is able to receive 
and transmit signals, the stations being arranged into cluster groups each 

25 having at least one station. Each cluster group includes at least one 
station designated as a cluster head. The method includes (i) recognizing a 
plurality of cluster heads for potential affiliation with the station; (ii) 
deciding a subset of the recognized cluster heads for the station to affiliate 
with; and (iii) allowing the station to concurrently affiliate with at least 

30 two cluster heads of the subset. 
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In still another embodiment, in a mobile communications network 
employing a plurality of mobile stations, a method of operating a mobile 
station so as to automatically configure the plurality of stations into a 
network for relaying messages from station to station is provided. The 
5 method includes (i) determining possible network access points to the 
mobile communications network; (ii) attempting to establish a 
simultaneous communication affiliation with at least two network access 
points, and establishing simultaneous communication affiliation with the 
at least two access points if possible, wherein a communication affiliation 
io with each of the at least two access points is independent from one another; 
(hi) and allowing the mobile station to change network access points. 

Another embodiment relates to a mobile communications station for 
communicating among a plurality of mobile stations in a network in 
which stations are arranged in clusters of communication member 

15 stations. Each of the member stations communicate with each other and 
one of the member stations is a head station of the cluster, the cluster head 
stations communicate with other cluster head stations. The mobile 
communications station includes a transceiver. The mobile station 
includes a processor which: (i) determines a communication state between 

20 the mobile station and one or more cluster head stations; (ii) assigns the 
mobile station to the one or more clusters when a prescribed 
communication state has been determined between the station and the 
cluster head station; and (Hi) sets the station to be in independent 
communication with the one or more cluster head stations having the 

25 prescribed communication state with the station. 

Still another embodiment relates to computer executable code stored 
on a computer readable medium. The code is for operating a 
communications station so as to communicate with a plurality of mobile 
stations in a network in which stations are arranged in clusters of 
30 communication member stations and one of the member stations is a head 
station of the cluster. The cluster head stations, communicate with other 
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cluster head stations. The computer executable code includes: (i) 
computer executable code to determine a communication state between a 
station and one or more cluster head stations; (ii) computer executable 
code to assign the station to the one or more clusters when a prescribed 
5 communication state has been determined between the station and the 
cluster head station; and (iii) computer executable code to set the station to 
be in independent communication with the one or more cluster head 
stations having the prescribed communication state with the station. 

Yet another embodiment relates to a network communications 
10 apparatus. The apparatus includes a memory, processor, and transmitter. 
The memory stores network topology information. The processor (i) 
facilitates communication with multiple communication gateways in the 
network, and (ii) determines a lowest-cost routing path for message 
transmission through the network based on the network topology 
15 information. The transmitter transmits messages to communication 
gateways. 

Still another embodiment relates to a network communications 
apparatus. The apparatus includes means for storing, means for 
facilitating, means for determining, and means for transmitting. The 

20 storage means stores network topology information. The facilitating 
means facilitates communication with multiple communication gateways 
in a network. The determining means determines a routing path for 
message transmission through the network based on the network topology 
information. The transmitting means transmits messages to 

25 communication gateways. 

These and other objects, features and advantages will be apparent 
from the following description of the preferred embodiments of the present 
invention. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be more readily understood from a 
detailed description of the preferred embodiments taken in conjunction 
5 with the following figures. 

FIG. l is a block diagram of a mobile communications station; 

FIG. 2 is a diagram illustrating a network configuration having a 
multiple-cluster membership; 

FIG. 3 is flowchart illustrating an operation of the mobile 

1 o communications station; 

FIG. 4 is a flowchart illustrating an asynchronous affiliation 
procedure of Fig. 3; 

FIG. 5 is a flowchart illustrating a routing operation of a mobile 
station; 

15 FIGS. 6A and 6B are diagrams illustrating examples of link-state 

and affiliation snapshots; 

FIG. 7 is a diagram showing an overview of an affiliation protocol; 

and 

FIG. 8 is a diagram illustrating a network configuration showing a 

2 o single-cluster membership. 

DETAILED DESCRIPTION 

Ad hoc wireless networks simplify routing and minimize routing 
25 traffic by organizing nodes (e.g., network members) into groups called 
clusters. A cluster may consist of a single cluster head and zero or more 
cluster members. It is an object of the present invention to allow one or 
more wireless cluster members in a network to concurrently belong to or 
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affiliate with multiple clusters instead of just affiliating with a single 
cluster at a time. This multiple-cluster membership can either be 
transitional, to better enable a smooth transition between clusters, or 
longer-term to provide more reliable or lower-delay communication 
5 between a mobile member and a mobile network. 

With multiple-cluster membership, cluster members can search and 
find available cluster heads to affiliate with. To establish an affiliation 
link with a cluster head, a cluster member can send an affiliation request 
to that cluster head, and wait for an acceptance response back from the 
10 cluster head, for example. If the acceptance response returns within a 
predetermined time, or is received with a sufficient signal strength, for 
example, a link will be formed. Optionally, at this time the cluster 
member and cluster head can exchange identifying information or specific 
transmission protocols, to enhance transmission. 

15 If a cluster head is unavailable, the cluster member can promote 

itself to be a cluster head (or "cluster gateway"). In the present invention, 
a cluster member keeps track of a number of nearby or available cluster 
heads. Each cluster member can form a "beacon" database to help track 
cluster heads within transmission range. The beacon database can include 

20 fields such as cluster head ID, organization matches, beacon strength (or a 
metric qualifying the received beacon), a metric synthesizing all other 
beacon fields into a measure of how "good" a cluster would be to join, etc. 
The cluster member determines which out of the available cluster heads to 
affiliate with (e.g., forms a subset out of the available cluster heads) based 

25 on a number of different factors. For example, a subset is formed based on 
a received signal strength from the cluster heads, by successful receipt of 
"1" of "m" beacons from the cluster heads, by favoring affiliations with a 
cluster head belonging to a certain administrative group, by favoring a 
cluster head with fewer cluster members, and so forth. 

30 The present invention allows a cluster member to simultaneously 

affiliate or cluster with more than one cluster group. In this regard, 
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affiliation and deaffiliation between a cluster member and one or more 
cluster heads may be fully asynchronous. That is, an affiliation process 
between a cluster member and a particular cluster head "X" is 
independent of the same cluster member and another cluster head "Y." 
5 The particular affiliation can be performed at any time, and the 
affiliations need not be performed with the same timing or in any 
particular order. 

As discussed in detail below, a cluster member can forward data, or 
communicate through, any of its currently affiliated cluster heads. The 
10 cluster member can also determine the optimum path for delivering a 
particular message. 

Similarly, other cluster members in the network can transmit data 
to a given cluster member through any affiliated cluster head, but 
preferably the cluster members choose to send the message via an 
15 optimum route. Multiple-cluster membership gives the network 
additional options in which to optimize traffic loads in its routing 
strategies. 

To help optimize network routing, a cluster member generates and 
issues its own link-state type update or an "affiliation snapshot." For 

20 example, the affiliation snapshot can include a list of cluster heads 
affiliated with the cluster member. The snapshot can also include a metric 
associated with each cluster head to indicate the relative cost or 
desirability of communicating with the cluster member through each of 
the affiliated cluster heads. Typically, the affiliation snapshots are 

25 sequentially numbered, so that the newest such snapshot from a given 
node can be uniquely determined. Alternatively, the basic network 
routing can be based on distance vector techniques with suitable 
modifications to the affiliation snapshot. The cluster head redistributes or 
"floods" the snapshot to the network. Various flooding techniques are well 

30 known, for example, those discussed in Chapter 5 of "Routing in 
Communications Networks," M. Steenstrup, ed., 1995. 
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There are many advantages of the arrangements discussed above. 
For example, multiple-cluster membership allows for a smooth transition 
as a cluster member transitions from one cluster head to another. During 
the transition time, the cluster member preferably maintains 
5 membership with its old cluster group as well as its new ones. In this 
manner, the cluster member can receive messages via its old address, as 
well as its new addresses. The above-discussed arrangements also allow for 
a fast-moving cluster member to belong to a "swath" of clusters rather 
than a single cluster, thereby improving the chance that the cluster 
10 member will be able to receive a message (since it may transition through 
a cluster too fast for various routing algorithms to converge on the newest 
cluster in time). 

Another advantage of the present invention is that a cluster 
member with poor connectivity with one or more cluster heads improves 

15 its chances of message reception since it is simultaneously affiliated with a 
number of cluster heads. Such aggregate connectivity may provide a 
better message throughput than affiliation with a single cluster head. 
Also, as discussed above, the present invention increases the survivability 
of the network, since the destruction of a single cluster head will not force 

20 reaffiliation of all of its cluster members before they can rejoin the network 
(if the cluster members are affiliated with multiple cluster heads). 
Furthermore, the present invention can allow superior efficiency in 
delivering packets to or from the cluster member, since a path between the 
cluster member and an arbitrary other cluster member may have a lower 

25 overall cost (e.g., path metric) via the cluster head "X" than one via the 
cluster head tt Y." 

As understood by those skilled in the art, various procedures exist for 
routing messages over a network, even when the configuration of the 
network may change. Similarly, there are procedures for measuring or 
30 rating the connectivity of a network in a particular configuration, versus 
alternative configurations that are well known in the art. 
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The preferred embodiments will be described with respect to a 
wireless mobile communications station and to a network formed by a 
plurality of similar mobile stations. However, the present invention is not 
limited to the wireless mobile communications field. Instead, the 
5 invention is applicable to many other types of networks, including cellular 
telephone systems, wireless metropolitan area networks, and so forth. 

A wireless mobile communications station 2 is shown in Fig. l. The 
mobile station 2 includes a central processing unit (CPU) 3, a memory 4 
(suitable for storing computer executable software therein), a power 

10 supply 5, a transceiver 6 (e.g., a transmitter and a receiver), RAM 7 and 
ROM 8. Alternatively, the mobile station 2 may include more than one 
transmitter and/or more than one receiver. The mobile station 2 can also 
include an Ethernet interface, as well as other interfacing ports. With 
these arrangements, the mobile station 2 is able to simultaneously 

15 communicate with more than one station. Communication with multiple 
stations can occur, for example, through different channels (or 
"communications links"), and/or by transmitting specific identifying 
information (or "coded information") for each intended source or target. 
One definition of a channel is a means to communicate so at least two 

20 transmissions can proceed simultaneously without interfering with each 
other. 

The mobile network can designate one channel (e.g., a "reservation 
channel") as an affiliation channel. Mobile stations can use the 
reservation channel when sending affiliation signals to other mobile 

25 stations. The reservation channel can also be used by cluster heads when 
issuing periodic beacon messages. A mobile station preferably gains 
membership to a cluster group after successfully completing a 
"handshaking" protocol with the group's cluster head. An example of an 
affiliation protocol is shown in Fig. 7. A mobile station issues an affiliation 

30 "request" message on the reservation channel, until it receives an 
affiliation "response" message from any available cluster head. The initial 
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affiliation request signal can include address (or "node ID") information, 
an affiliation request, a member affiliation sequence number, 
organizational information, and the like. 

A replying cluster head also communicates via the reservation 
5 channel. The reply message can include the cluster head's ID, a response 
to the affiliation request, the member's affiliation sequence number (to 
identify the communication), and other communication protocol 
information, like a designation of a channel (a "local channel") for further 
communications. Repeating the exact affiliation sequence number enables 
10 the cluster member to differentiate communications with different cluster 
heads, for example. 

Upon receipt of the affiliation response message, the cluster member 
issues an affiliation "join" message. The affiliation join message also can 
include an affiliation snapshot, which once received is flooded through the 
15 network by the cluster head. A successful handshake is completed when 
the cluster head issues, and the cluster member receives, a return join 
acknowledge message. 

The local channel is used for communications between cluster heads 
and cluster members, for example. A "backbone" channel also can be used 

20 in the network for communications between cluster heads. Each of the 
local and backbone channels can have more than one subchannel (e.g., 
different frequencies). As will be appreciated, a mobile station can 
concurrently communicate with multiple cluster heads through different 
subchannels on the local channel. Similarly, a cluster head can 

25 concurrently communicate with multiple cluster heads through different 
subchannels on the backbone channel. 

Using the communication techniques discussed above, a mobile 
station 2 operates so as to automatically seek out other mobile stations to 
form a network, or to join a pre-existing network. The mobile station 2 
30 preferably operates in at least two modes. In the first mode of operation, 
the mobile station 2 serves as a cluster head (e.g., a network "access point" 
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or "gateway") for other mobile stations. In this capacity, the cluster head 
is an intermediary between affiliated mobile stations and the network. In 
the second mode of operation, the mobile station 2 serves as a non-cluster 
head (e.g., a "local cluster member"). The mobile station can alter its 
5 transmission power level for operation in the first or second mode. 

As shown in Figure 2, a plurality of mobile stations (ia-ic and 2a- 
2d) link to form a wireless communications network. Reference numbers 
la, lb, and ic are mobile stations that have promoted themselves to 
operate as cluster heads. Mobile stations 2a-2d are cluster members that 
io have multiple-cluster membership. For example, mobile stations 2a, 2b 
and 2c each belong to both a cluster group headed by cluster head la, and 
a cluster group headed by cluster head ic. Cluster member 2d belongs to 
the cluster groups headed by cluster heads lb and ic. 

An operation of the mobile station 2 will now be described with 
15 reference to the flowcharts shown in Figures 3-5. The mobile station 2 is 
powered up or turned on in step So. After a random amount of time (Si), 
operation proceeds to step S2, where an asynchronous affiliation procedure 
is executed. The asynchronous affiliation procedure is described later on 
with reference to Figure 4. 

20 A determination is made as to whether an affiliation with a (S3) 

cluster head, or with several cluster heads, is successful. If successful, flow 
continues to step S8 where the mobile station commences operation as a 
cluster member. If, however, affiliation is unsuccessful, the cluster 
member promotes itself to operate as a cluster head (S4). Many 

25 alternative arrangements are available for determining when to promote 
the cluster member to a cluster head. In one arrangement, promotion to a 
cluster head occurs when affiliation with all available cluster heads has 
failed, for example, after a predetermined number of attempts to affiliate. 
In another arrangement, promotion occurs after a lapse of a 

30 predetermined time and the mobile station has failed to gain affiliation 
with at least one cluster head. In still another arrangement, a minimum 
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number of desired affiliation links is determined. For example, the 
minimum number could be set to be two, with every cluster member in 
the network attempting to affiliate with at least two cluster heads. If a 
mobile station fails to affiliate with two cluster heads an "unsuccessful" 
5 attempt is returned. 

The asynchronous affiliation procedure (S2) is further explained 
with reference to Figure 4. Initially, the mobile station waits for a 
predetermined amount of time (e.g., tt T" seconds) and gathers information 
regarding available cluster heads (S20). In the gathering process, the 

1 o mobile station receives messages (or beacon signals) from available cluster 
heads (e.g., cluster gateway stations or a CGSs"). Information gathered 
and stored in the beacon database can include the strength of a received 
signal, the number of successful beacons received from a cluster head (e.g., 
receipt of "1" of "m" beacons), a number of cluster members already 

15 affiliated with a cluster head, or the type of administrative function of a 
cluster head or group. Whereas step S20 is shown as a single step in Figure 
4, the mobile station 2 could be configured to continuously gather 
information regarding available cluster heads, or to periodically update 
existing information, for example. In collecting information, the mobile 

20 station preferably disregards a gateway station with a beacon signal 
strength of less than a threshold value (S21). Making such an initial 
discrimination based on signal strength helps to ensure viable 
communications links throughout the network. 

In step S22, the available number (e.g., "N") of cluster gateway 
25 stations are organized into an ordered list, or are ranked in order of the 
most preferable cluster gateway stations. The ranking may include 
grouping the cluster heads on the list into subsets of "K" cluster heads, 
based on many different factors. As previously discussed, a subset can be 
created from information gathered from the cluster heads' messaging 
30 beacons. A subset may include a cluster head (or heads) that has the 
strongest transmitting signal or the fewest affiliated members. 
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Alternatively, a subset may be based on any other information that is 
gathered from the cluster heads, or based on criteria from the mobile 
station itself. As illustrated, each communications link is established from 
an exclusive portion of the list (e.g., a subset of K-of-N cluster heads). For 
5 example, the mobile station first could attempt to establish 
communications links from a subset including cluster heads with the 
fewest cluster members, and communications links from a second subset 
including preferred administrative function. Alternatively, the first 
communications links could be established from a subset including cluster 
10 heads with the strongest beacons, and the second links from a subset that 
includes cluster heads with the second strongest beacons. Alternatively, 
the ordered list can be formed on a random basis or on a first-come, first- 
served basis, for example. 

The mobile station determines whether at least one cluster head in 
1 5 the list is marked "not done" (S23). A "not done" marking indicates that a 
cluster gateway station (CGS) is available, and/or not already currently 
linked with the mobile station. If there are no available cluster heads, the 
mobile station 2 returns and "unsuccessful" signal (S24) to the operational 
control in step S3 of Figure 3 . 

20 If at least one item in the list is marked "not done," the mobile 

station 2 sends an affiliation request signal (S25) to each of a "K" number 
of the "N" number of available cluster heads in the ordered list. As 
discussed, the "K" number can be a predetermined number or can 
represent a particular subset of the available cluster heads. If a 

25 predetermined time has not elapsed (S26), the mobile station checks to see 
if it has received an affiliation response (S27) from any of the K-of-N 
cluster gateway stations. Upon receipt of an affiliation response, the 
mobile station sends an affiliation "join" signal (and optionally, an 
affiliation snapshot) to the responding cluster head (S28). The cluster 

30 head is marked "done" to indicate that it is affiliated with the mobile 
station. As an alternative arrangement, the cluster head is marked 
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"done" when the mobile station receives a "join" 5 acknowledgment back 
from the cluster head. In this manner a "handshaking" procedure is 
carried out in steps S25-S28, and multiple communications links with 
separate cluster heads can be established independently from each 
5 another. Hence, affiliation with different cluster heads occurs 
asynchronously or in parallel. 

When a predetermined time elapses, the mobile station 2 evaluates 
whether a minimum desired number of cluster heads has been marked 
"done" in the K-of-N sub-list (S29). If affiliation with a minimum number 
10 of cluster heads has been reached, the mobile station returns a "successful" 
signal (S30) to step 3 of Figure 3. Preferably, the mobile station will 
affiliate with at least two cluster station gateways. If the minimum 
number has not been reached, all items in the K-of-N list are marked as 
"done" (S31) and flow returns to step S22. 

15 Returning to Figure 3, once a mobile station affiliates with a cluster 

group through a particular link (S8), it periodically checks (S9 and S10) 
the affiliation status of that link. If the link is disrupted, flow continues to 
Si. If affiliation is maintained (back to S9), the mobile station may 
transmit to the network a fresh affiliation snapshot, as described below. As 

20 will be appreciated, the cluster member could transmit an affiliation 
snapshot at any time, and therefore, transmitting a snapshot need not 
occur in the "Execute Affiliation Check" step. 

The mobile station also can change affiliation if, for example, the 
mobile station is rapidly moving, the subset criteria have changed based 

25 on function or communications need, or if the quality of the 
communications link has been compromised. Various resignation 
procedures are employed for a resigning cluster member. For example, a 
resigning cluster member can send a "resignation" signal to the affected 
cluster head. Upon receipt of the signal, the cluster head can update its 

30 link-state snapshot and database, as discussed below. Alternatively, the 
cluster member can simply cease operation with the affected cluster head. 
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In this case, the network is notified of the change by the cluster member's 
next affiliation snapshot, as described below, or by the cluster head 
realizing that communication with the particular cluster member has 
ceased. Preferably, a continuous network link is preserved by 
5 maintaining at least one link at all times. 

Step 11 is an optional step for verifying whether the mobile station 
maintains communication with at least one cluster head at all times. If all 
communication is terminated, operational control of the cluster member 
returns to step Si. As will be appreciated, the operation discussed in 
10 Figures 3 and 4 can concurrently direct or manage communication with 
each cluster group that a mobile station is affiliated with. 

Once a mobile station is promoted to be a cluster gateway station, it 
can periodically check (S5) proximity conditions to other cluster gateway 
stations. If the check indicates that the proximity conditions are exceeded, 

15 i.e., that the particular cluster head station's operation as a gateway is 
possibly redundant and/or unnecessary, the station executes a resignation 
procedure (S6). Otherwise, the cluster head continues operation as a 
gateway station. The resignation procedure determines if affiliated 
members (and/or affiliated cluster heads) will allow the cluster head to 

20 resign. If the cluster head can resign, flow continues to step Si. 
Otherwise, the station continues operation as a gateway station. 

As previously discussed, each mobile station can select the optimum 
route to transmit messages throughout the network. In this regard, the 
mobile station preferably can receive messages via any affiliated node. In 
25 one arrangement, mobile stations are assisted by an affiliation snapshot of 
each cluster member so that routing through the network can be 
optimized. 

Network topology is defined by a series of "snapshots" which are 
issued from each mobile station in the network. These snapshots are 
30 routed or flooded through the network by the cluster heads. Preferably, 
there are two types of snapshots: link-state and affiliation. Link-state 
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snapshots are issued by a cluster head, for example, when: i) its set of 
backbone links change; ii) its metrics to one of its backbone links or cluster 
member changes; and iii) periodically to ensure that old, aged-out 
snapshots are replaced by new, fresh snapshots. 

5 Figure 6A is a diagram showing an illustrative link-state snapshot. 

Possible fields include Age in Seconds, WantAck, Source Node ID, Source's 
Snapshot Sequence Number, Snapshot Type, Number of Backbone Links, 
and Backbone Link entry. The Age in Seconds field gives the estimated age 
of the snapshot in seconds. This estimated age is used primarily for aging 

10 snapshots out of a database when they become "too old" to be trusted. "Too 
old" can be determined by many factors, including a comparison against a 
predetermined time, or a comparison to a frequency of updates for other 
snapshots, for example. The WantAck field is a request for an 
acknowledgment of receipt of the snapshot from other cluster heads. 

15 Receiving acknowledgments can assist the issuing cluster head with its 
various network flooding techniques, and to evaluate transmission time, 
and the like. The Source ID is a unique identifier or node-address for the 
issuing cluster head. 

The Source's Snapshot Sequence Number is a unique sequence 
20 number that identifies the position of the snapshot within the stream of 
snapshots emanating for the issuing cluster head. This sequence number 
is used to determine whether one snapshot is newer than another. A 
cluster head may receive several copies of the same snapshot from several 
different neighboring cluster heads. In this case, the sequence number 
25 identifies that the repetitive snapshot is the same update. Furthermore, it 
is possible that a snapshot could get delayed by network congestion and 
arrive at a cluster head later than a newer snapshot. The sequence 
number enables a cluster head to ignore stale snapshots. 

The Snapshot Type field distinguishes between link-state snapshots 
30 and affiliation snapshots. This field is set to indicate a link-state snapshot 
when it is issued from the cluster head. As its name suggests, the Number 
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of Backbone Links field indicates how many backbone links are in service 
from the issuing node to its cluster head neighbors. This field identifies the 
number of Backbone Link entries contained within the snapshot. 
Each Backbone Link field conveys information about one of the in-service 
links from the issuing cluster head to an affiliated (or connected) cluster 
head. The field preferably contains the affiliated cluster head's node or 
address ID and the most up-to-date metric (as discussed below) from the 
issuing cluster head to the affiliated cluster head. 

An affiliation snapshot, as shown in Figure 6B, is issued by a cluster 
member. A cluster member can issue the affiliation snapshot when it 
changes its cluster affiliation (e.g., moves from one cluster to another, or 
affiliates with additional clusters) and periodically to ensure that old, 
aged-out snapshots are replaced by new, fresh ones. Possible fields include 
Age in Seconds, WantAck, Source Node ID, Source's Routing Sequence 
15 Number, Snapshot Type, Number of Cluster Heads and Cluster 
Affiliations. 

The Age in Seconds, WantAck, Source Node ID, and Source's 
Snapshot Sequences Number are similar to those described above with 
respect to the link-state snapshot. The Snapshot Type field is set to indicate 
20 an Affiliation Snapshot emanating from a cluster member. 

The Number of Cluster Heads field indicates how many clusters the 
issuing cluster member is currently affiliated with and identifies the 
number of Cluster Affiliation entries contained within the snapshot. Each 
Cluster Affiliation entry conveys information about one of the clusters to 
25 which the issuing cluster member belongs. Preferably, each entry 
includes the cluster head's node ID and the most up-to-date metric from 
that cluster head to the issuing cluster member. 

A snapshot database can be maintained either by each node in a 
network, or by only the cluster heads in the network. The database 
30 includes both link-state and affiliation snapshots. In this manner, a 
complete network topology is available to each node in the network. 
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A metric is an expression or measure of how "expensive" it is to 
transmit across one link. Typically, a metric is calculated at the 
transmitting side of the link. For example, if a link exists between nodes A 
and B, the metric for a link from A to B is the sum of the cost of being 
5 processed at node A and the cost of being transmitted from node A to node 
B. Other factors for determining a metric for a link may include queuing 
delays at a node, congestion through a node, and statistical delay 
probabilities caused by interference or disruption of a signal, and so forth. 

As discussed, each mobile station can select the optimum route (e.g., 
10 a route with the "lowest cost") to transmit messages throughout the 
network. To facilitate selection, in one embodiment, a forwarding table is 
created to express the cost of forwarding messages. Since each mobile 
station has a snapshot database, a shortest path tree with itself as the root 
and all other nodes (via affiliated cluster heads) as branches is created. 
15 The "length" of each link is given by the metric for that link, and a path 
metric is the sum of the lengths along that path. Once the tree is 
constructed, it is possible to generate a forwarding table that optimally 
indicates which "next-hop" node or which overall path having the lowest 
cost should be used for any giving destination node. This calculation can 
20 be performed via a shortest-path first algorithm, for example, Dijkstra's 
algorithm as explained in chapter 5 of "Routing in Communications 
Networks," M. Steenstrup, ed., 1995- In this manner, each mobile station 
can determine a transmission path through any of its affiliated cluster 
heads to optimally send messages through the network. 

25 In another routing arrangement, the mobile station maintains an 

ordered list of its cluster gateways, and always attempts to use a first 
cluster head on the list for all packet transmissions. The first cluster head 
forwards packets using the shortest path first methods discussed above, or 
simply routes packets of information to a preferred affiliated cluster head, 

30 for example. If the cluster member is unable to transmit through the first 
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cluster head, it attempts to transmit via the second cluster head on the 
list, and so forth. 

This procedure is illustrated in Figure 5. Initially, a cluster member 
chooses the first cluster member (S40 and S41) from the ordered list 
5 (S4ia) of cluster gateway stations (CSGs) and initializes a "cluster head" 
counter (e.g., C = 1). A "transmission attempt" counter I is initialized in 
stepS42. On the initial routing attempt, the mobile station 2 performs a 
first attempt (e.g., I = 1) to transmit information (S43) to the first cluster 
head (e.g., C = 1). The mobile station evaluates whether the transmission 

10 was successful in step S44. Many methods are available for determining 
whether a packet was successfully delivered. For example, the target 
cluster head can transmit a received acknowledgment back to the 
transmitting cluster member. If successful, the mobile station considers 
the transmission operation complete for that particular packet of 

15 information. 

If the transmission is unsuccessful, the transmission attempt 
counter (I) is incremented (S46) and the mobile station evaluates whether 
I exceeds an upper boundary for a number of transmission attempts (S47). 
The upper boundary of transmission attempts can be predetermined or 

20 can be selected based on factors like node congestion, urgency of the 
transmission, and so forth. If the upper boundary is not exceeded, flow 
continues back to step S43 for another transmission attempt. If the upper 
boundary is exceeded, the cluster gateway counter (i.e.-, "C") is 
incremented (S48). Incrementing the cluster gateway counter selects the 

25 next cluster gateway from the ordered list of CGSs for transmission. 

The mobile station checks whether the size of the cluster gateway 
counter ("C") exceeds the size of the ordered CGS list (S49). If C does not 
exceed the size of the list, flow continues to step S42, where a transmission 
attempt with another cluster gateway station is initiated. If the C counter 
30 exceeds the size of the ordered list, the mobile station recognizes a 
transmission failure (S50). 
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In still another routing arrangement, a cluster gateway may 
advertise its own cluster members via listing their node identifiers in the 
cluster beacon. Since a mobile station 2 will receive these lists - as it 
receives the beacons from various cluster heads - it can determine which 
5 nodes are readily reachable via the broadcasting cluster heads. When a 
cluster member wishes to transmit a packet to some destination "D," it can 
inspect these lists to determine which (if any) cluster gateways have D as 
a member of the cluster. The packet can be forwarded with the 
appropriate routing information. A mobile station may not always have a 
10 complete list of every cluster member in a network. Nevertheless, the 
information contained in the beacons may allow a cluster member to 
select an appropriate route for the messages. 

While the present invention has been described with respect to what 
is presently considered to be the preferred embodiments, it is to be 

15 understood that the invention is not limited to the disclosed embodiments. 
To the contrary, the invention is intended to cover various modifications 
and equivalent arrangements included within the spirit and scope of the 
appended claims. The scope of the following claims is to be accorded the 
broadest interpretation so as to encompass all such modifications and 

20 equivalent structures and functions. 

For example, the mobile station generally has been described with 
two communications links. However, the mobile station can include any 
number of links. Also, as will be appreciated by those skilled in the art, the 
methods and control logic, as described herein, can be embodied in a 
25 programmable computer or in computer executable software that is stored 
on a computer readable media, for example, on a floppy disk, RAM, ROM, a 
hard disk, removable medium, flash memory, memory sticks, optical 
mediums, magneto-optical mediums, etc. 

Whereas Figure 2 illustrates an example of a possible network 
30 configuration, it should not be construed as limiting the present invention. 
Other examples may include a different number of cluster heads and/or 
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affiliated cluster members. Also, Figure 2 shows that each cluster member 
is affiliated with two cluster heads. The present invention preferably 
would have each cluster member affiliate with more than one cluster 
head, but such multiple-cluster membership for each mobile station in a 
5 network may not always be possible. Similarly, individual cluster 
members may affiliate with more than two cluster heads. 

As previously discussed, the described methods, structure and 
functions are directed to wireless mobile communications stations that 
automatically configure themselves into a mobile communications 

10 network, with each mobile station directing its respective affiliation. 
However, control could be centralized to the cluster heads, for example, 
which would then direct affiliation on a network level to optimize the 
network. Furthermore, the above methods and structure are not limited 
to wireless communications networks, but may be employed by any 

15 system where a node can affiliate with multiple "base stations" in the 
network simultaneously, rather than being forced to select a given "base 
station." 

As an alternative arrangement to Figures 3 and 4, a mobile station 
can be configured to first establish a communications link with a first 
20 cluster head, before attempting to establish communication with 
subsequent cluster heads. By using separate communications 
subchannels, multiple communication links can be concurrently 
maintained. 

Asa further alternative, the mobile station can conduct concurrent 
25 "handshaking" with multiple cluster heads. Once a cluster head responds 
to an initial affiliation request, the mobile station can transmit a second 
(e.g., a "different") affiliation request signal, even before completing a full 
handshake with the first cluster head. As mentioned, each affiliation 
request signal is identified by a unique member affiliation request signal 
30 number. In this way, mobile stations can properly handle and disregard 
affiliation or join signals that are intended for other stations. The mobile 
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station could also issue a first request signal and concurrently affiliate 
with each cluster head that responds to the initial request. Also, whereas a 
four-step handshake is illustrated, other handshaking techniques can be 
employed in the invention. 

5 As will be appreciated, cluster heads could be configured to transmit 

beacon messages on the backbone and local channels, as well as the 
reservation channel, to increase exposure to the network. Likewise, 
handshaking could occur on other channels, if the mobile stations are so 
configured. Similarly, cluster members could be configured to issue 
10 periodic cluster member beacons. Cluster member beacons could be used 
to heal partitioned networks, for example, in much the same way as 
establishing an initial contact with a cluster head. 

Similarly, it is possible for a mobile network to operate, and for a 
mobile station to still forward messages to other stations, even if the mobile 
15 station only has partial network topology information. In this case, a 
station would choose the optimum route based on the partial information 
available at that time. As will be appreciated, enhanced optimization can 
occur if each node has a complete topology map of the network. 



8NSOOCID: <WO 0145437A1_I_> 



WO 01/45437 



-2 6- 



PCT/US00/33824 



WHAT IS CLAIMED IS: 

1. A mobile communications station for communicating 
among a plurality of mobile stations in a network in which stations are 

5 arranged in clusters of communication member stations each 
communicating with each other and one of the member stations being a 
head station of the cluster, the cluster head stations communicating with 
other cluster head stations, said mobile communications station including 
a transceiver, said mobile station comprising: 

10 a processor which: (i) determines a communication state 

between the mobile station and one or more cluster head stations; (ii) 
assigns the mobile station to the one or more clusters when a prescribed 
communication state has been determined between the station and the 
cluster head station; (iii) and sets the station to be in independent 

15 communication with the one or more cluster head stations having the 
prescribed communication state with the station. 

2. A network communications apparatus comprising: 

a memory for storing network topology information; 

20 a processor which (i) facilitates communication with multiple 

communication gateways in a network, and (ii) determines a routing path 
for message transmission through the network based on the network 
topology information; and 

a transmitter which transmits messages to communication 

25 gateways. 

3. In a communications system for communication among 
plural stations in a network in which stations are arranged in clusters of 
communication member stations each communicating with each other 
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and one of the member stations being a head station of the cluster, the 
cluster head stations communicating with other cluster head stations, a 
method for configuring the network of stations including the steps of: 

determining a communication state between a station and 
one or more cluster head stations; and 

assigning the station to the one or more clusters when a 
prescribed communication state has been determined between the station 
and the cluster head station, 

wherein the station is set to be in independent communication 
with the one or more cluster head stations having the prescribed 
communication state with the station. 

4- The method according to Claim 3, wherein the station is 
assigned to plural clusters when the prescribed communication state with 
plural cluster head stations has been determined and is in independent 
communication with each of the plural cluster head stations. 

5. The method according to Claims 4, wherein in the station 
is set to be in concurrent communication with the plural cluster head 
stations with which the station has the prescribed communication state. 

6. The method according to Claim 5, wherein the assignment 
of the station to each of the plural clusters is preformed asynchronously. 

7. The method of Claim 3, wherein the prescribed 
communication state is based on at least one of an evaluation of a received 
signal strength from each of the cluster head stations, successful receipt of 
a predetermined number of messages from each of the cluster head 
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stations, a ranking according to administrative function, and the numbers 
of stations within a cluster. 

8. The method of Claim 3, further comprising the step of 
5 assigning the station to be a cluster head when the prescribed 

communication state has not been attained with any of the cluster head 
stations. 

9. The method of Claim 4, further comprising the step of 
sending data messages via one of the cluster head stations of the clusters to 

1 o which the station is currently assigned. 

10. The method according to Claim 4, further comprising the 
step of receiving data messages through one of the cluster head stations to 
which the station is currently assigned. 

15 

11. The method according to Claims 4, further comprising 
the step of revoking an assignment of a station to a cluster. 

12. The method of Claim 11, wherein the assignment of the 
20 station to at least one cluster is maintained. 

13. The method according to Claim 3, further comprising 
the step of periodically relaying a status of the assignment of the station to 
other stations. 

25 

14- The method according to Claims 4, wherein the 
assignment of the station is maintained with the plural clusters for a 
randomly selected time. 
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15. The method according to Claim 3, wherein each of the 
communications stations is a mobile station, and the communications 
network is a mobile communications network. 

5 

16. A method of operating a communications station for 
communicating among a plurality of communications stations in a 
communications network, each station being able to receive and transmit 
signals, the stations being arranged into cluster groups each having at 

10 least one station, each cluster group including at least one station 
designated as a cluster head, said method comprising the steps of: 

recognizing a plurality of cluster heads for potential affiliation 
with the station; 

deciding a subset of the recognized cluster heads for the station 
15 to affiliate with; and 

allowing the station to concurrently affiliate with at least two 
cluster heads of said subset. 

17. The method according to Claim 16, wherein the 
20 affiliation between the station and the at least two cluster heads is 

asynchronous. 

18. The method according to Claim 16, wherein an affiliation 
between the station and a first cluster head is independent of an affiliation 

25 between the station and a second cluster head. 

19. The method according to Claim 16, wherein said deciding 
step decides which out of the recognized cluster heads to affiliate with by 
evaluating at least one of a received signal strength from each of the 
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cluster heads, by successful receipt of a predetermined number of beacons 
from each of the cluster heads, by ranking affiliation options based on 
administrative function, and by favoring a cluster group based on a 
number of stations within that cluster group. 



20. The method according to Claim 16, further comprising a 
step of commencing operation as a cluster head when affiliation with an 
existing cluster head is not established. 



10 



21. The method according to Claim 16, further comprising 
the step of forwarding data messages to the network via any currently 
affiliated cluster head. 



22. The method according to Claim 21, further comprising a 
15 step of determining the optimum route for forwarding data messages to 
the network. 



23. The method according to Claim 16, wherein each of the 
communications stations is a mobile station, and the communications 
20 network is a mobile communications network. 



25 



24. The method according to Claim 16, further comprising 
the step of periodically communicating with the network to relay current 
affiliation information. 



25. The method according to Claim 16, wherein the station 
affiliates with two or more cluster heads, and maintains an affiliation with 
at least one cluster head while changing affiliation with the two or more 
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cluster heads. 

26. In a mobile communications network employing a 
plurality of mobile stations, a method of operating a mobile station so as to 

5 automatically configure the plurality of stations into a network for 
relaying messages from station to station, said method comprising the 
following steps: 

determining possible network access points to the mobile 
communications network; 

io attempting to establish a simultaneous communication 

affiliation with at least two network access points, and establishing 
simultaneous communication affiliation with the at least two access points 
if possible, wherein a communication affiliation with each of the at least 
two access points is independent from one another; and 

15 allowing the mobile station to change network access points. 

27. Computer executable code stored on a computer readable 
medium, the code for operating a communications station so as to 
communicate with a plurality of mobile stations in a network in which 

20 stations are arranged in clusters of communication member stations and 
one of the member stations being a head station of the cluster, the cluster 
head stations communicating with other cluster head stations, said 
computer executable code comprising: 

computer executable code to determine a communication 
25 state between a station and one or more cluster head stations; 

computer executable code to assign the station to the one or 
more clusters when a prescribed communication state has been 
determined between the station and the cluster head station; and 
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computer executable code to set the station to be in 
independent communication with the one or more cluster head stations 
having the prescribed communication state with the station. 

5 28. A network communications apparatus comprising: 

means for storing network topology information; 

means for facilitating communication with multiple 
communication gateways in a network; 

means for determining a routing path for message 
10 transmission through the network based on the network topology 
information; and 

means for transmitting messages to communication 

gateways. 
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